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BR—: XREFRTREITRRGIB%E (357)
5 1-1: XRERFEBESTH (25 59)

EsETRAEXR@ETFeMELSZETR, HTTERXAR. TAURE
BT AHE T, W W T AR 4. TR RS, T A
WHFXRAN, TRAGHR. WESH. TRRSFRAGEMEF,

1. B Linux MA&, ZxFHETEATHEN, TG, =84, N\
o B 2T A P 40 A X R R G

2. B Linux RH5 &, ZEANEZXRBRARER G, RENZEREAE
% I EAT;

3. BX Linux % #, HEXRUEETEWETE;

4. B Linux R4, R LomE R0 w, BT mm AR R A

HRBEREHT R

FHESF1-2-1: B Linux REH, ZRIFHFTEATHEN, T,
BUE., \TEWERAMEBIX kRS, REATEAZDT:
® WEIELAAR BN BT A,
® E A I X R B B AR EAT IR
o FEHGARIERKREEERSALIRSEZT MY,
FHS 1-2-2: B Linux BHE, CERABEXRBRZENEG, LETFE
HleRETERIET, BAETHEANELT:
RS 6 %% a5t U E U2 Y wr H X
BB 6
BHEHE;
WIEEH 6 & EH BT,
FHEH1-2-3: BXLinx R &, AEXHRBEENEF &, AAAZET
o METEHBEMNLEM,;
o WMEMHXHAKENETERBAEN;
® ETEHZURERE T MH#AE;



® foE I LRI FIMRS.

FHEH 1-2-4: B Linux RF &, ER L mERIFOT R, jFEBEZT R
AT R AAR BT R, BEAZEWT:

® LERHMTR, BRHTARE;

® ST, FEFTAH nodeid;

® WHTREANETAWMAHKEL LT, FREZLWARS,

F%1-2: XBRERZEMRK (10 4)

Wb X SR BRI % 6 KIRL A FR, BANEHE 24+
BATRGIR. REMRE: RELSFR, HARFEGELREUONFHE
SR AR BB SRR T % R X S R SRS IR

L ATARMARA G LT & BEURSRRIE, REHHITE
RAEEIRS.

o IARXKEEETEHE:

o ZAEETLEHERLIE;

o BiFAGINEREREHERRIERNLERIE.

2. BHEANELRAIA.

HinTH a4
pragma solidity 20.8.3;

contract EtherGame {
uint public targetAmount = 7 ether;
address public winner;

function deposit() public payable {
require(msg.value == 1 ether, "You can only send 1 Ether");

uint balance = address(this).balance;
require(balance <= targetAmount, "Game is over");

if (balance == targetAmount) {
winner = msg.sender;

}



function claimReward() public {
require(msg.sender == winner, "Not winner");

(bool sent, ) = msg.sender.call{value: address(this).balance}("");
require(sent, "Failed to send Ether");

contract Attack {
EtherGame etherGame;

constructor(EtherGame _etherGame) {
etherGame = EtherGame(_etherGame);

function attack() public payable {

address payable addr = payable(address(etherGame));
selfdestruct(addr);

}
® NIRRT HFAFA, FRHLE;
o GIEMNMEREY, BEEFAA;
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® GHGE N AR LA S,



RR—. FReHFR5MRA (304

UF R RAMBNES G, BESFF R HER. BARD, BAEEERA
BHEZ P HETIR RSB ARAE\ES 4N TAS\HHE _E XL R, docx]
Bt BB 552 T
% 2-1: BHEANFLR (204

R Solidity B ZREMALTF L. HEMEA, EXET:

LA E S BB O R

(D HEMAEELELNNTRED, ZRIGEAREOWE L,
Y455 Fu i P SRS B b BN o B

struct Seallnfo {

/ /O 4
//@ & ik
UOLER &

/ /@ 2 B 5 B[] B

(2) /ESXZFLE LEWED, I Seal A LM E B
//@dev 13 5 £
// @param name ¥ %
// @param cardld & #HE 55
// @param data > AEIEZIE
// @param datetime JK /7 JE A& [d]
constructor (string name,string cardld,string data,string
_datetime) public {
[/ ORI F 4
//@R F & 1D
// QR P B A
/ /@8 8] B

isUsed = true;



}
(3) ETHERWERELARMUKER, %K ElectronicSeal & 274/ %
ANBE X RT 2 EFENERH.
//@dev FIWTZ NG X w5 A EHFE
//@param _code &FE X5
//@return bool true: & false: &
function  isExistMultiCode(string _code) view internal
returns (bool) {
/OB RS ANEEX R THEENEEX M RTSHATHE
// @& Bl 1~ 42
}
2. B THEEIHD (84
(D) ETHENEHEAHNDUKER, 5k ElectronicSeal & 243K M
ZAEZFEEEH 34
//@dev FHHE AEE R
//@param _code & FE X 45
//@return (REXHHE., FABXELZRAIKF I, BEXHRT.
AEANK, BREKF HAF|K)

function  getMultiSingInfo(string  code) public  view
onlyPromoterOrSinger returns (string, address, string, uint, address/[]
memory) {
//OF B S N & 23 R L

=4
//@QREE L ANEEE R

(2) XTFAENE AR UKER, TR ElectronicSeal &4 % A%
FEH (54
//@dev % N&FE
//@param _address 4 AJK 7 it



//@param _hash £ X {HHE

//@param _datatime %52 A [d] 2

function doMultiSign(address _address,string _hash,string

_datetime) public onlyPromoter {

AL PN RS N Y I - o
[/ QB S NEFE LN FES
// @B L B F A AT K P A
//@F W& 2R & BT A FFEE AT Mt
[/ @HATEE

}

3. AARwE. HEMEA

(D BrREsirfld, FRREFNELLN, RARRIEN LM
3t F0 abi;

(2) FARREEEFEELRAGANED, TERIEVHFRE.
£552-2: BeESAMIKX (10 5)

WIEC T RENE e & 2, X TT R eeTT RAE X &L MR T, BTN
BT

1. & R WK X %, & Remix # 81 & 27 Ml X B & tests F 4 &
ElectionSeal Test. sol Hyllik X £

WFFHMEALL, BEEW ElectionSeal Test. sol Mk A X1,

2. B MK X+ B 3 & k8 N K ® # checkSuccess () .
checkSuccess2 () . checkFailure (). checkSenderAndValue () A8 x X 25, 3% 47 |
RIZA

£ F remix B9 R T H , # checkSuccess() . checkSuccess2() .
checkFailure () . checkSenderAndValue () A 3 1% &5 yE B 48 IF $EATAE 26 MK

3. B

7 MK UM E UMK ElectronicSeal A4 % & - 7£ beforeAll () & # +
AT LB 1L

4. AR H BN K EK S E

7



2 Fremix BINETNE, #h 2L T test X FZ F B ElectionSeal Test. sol
A AR, AR AR, A2l EKFSHEFL

5. AR EHN K EK P A E

E T remix WINRTE, #2fLT test X FZ % ElectionSeal Test. sol
A AR, AR A F], A 2R B B E K P A,



Bk =. XHBENMARGT X (30 4)

155 3-1: XREEBEFEFrmIgEHF % (10 47)

LEETIR AN RN, EEMTE register. html ST 7 n et
RLEY AL A, SEHL TR R B E M A, JENNK TR M, R TE
T

=51

ALE B AR B SR T

(1) VEM &t ik = A5 B9 3 52 I 1= 45

(2) EMZAHF T

(3) K P fr NBYIEM 15 B 19 JE o & 58 & 3R E A R

register. html
R B
<div class="input—group" style="width: 80%">
<span class="input—group—addon glyphicon glyphicon—-list-alt"
id="basic—addonl"></span>
<input type="text" class="form—control" placeholder=" 5 4 if 5 %
(s43) " autocomplete="off" >
</div><br />
R B 2:

<div class="modal-footer" style="margin—left: 150px; ">
9



<div class="form-group" style="width: 50%">

<I=— TODO: ¥ 7 v Mt 4% 40 i) = (F 4 (R AL —>

<button type="button" class="btn btn—success

form—control" >Hi F </button>
</div>
</div>
R R B 3:
methods: {
submit ) {
if (this.user.username == ’’) {
alert ("JFl 2 & A~ gE =)
return
}
if (this.user.password == "") {
alert ("5 AL A g A ")
return
}
if (this.user.chainAccount == "") {
alert ("X SREEIK P bk A~ 5 4 2 ")
return
}
if (this.user.name == "") {
alert ("4 T REAZ")
return
}

if (this.user.cardld =="") {
alert ("G iF B A G M)

return

10



}
if (this.user.phone == ") {
alert (" iE B AL A HE =)

return

}
2. AT A AR I LM, EBEFTE Login. himl S 7 it L
WA, ST RSB RO, RN B RN, T T A T
BR

A E B A RERWT:
(1) BFZANEHH
2 AFPWANBETR P 4 EEELR @ EFKRE user F
(3) BF & T EBk4% 2| main. html T &
(4) A R4 BT A 15 & (token)
login. html
AR Bl
<div class="modal-footer" style="margin—-left: 100px; ">
<div class="form-group" style="width: 75%">
<button type="button" class="btn btn-primary
form—control"#% FH 5 & 4> £ </button>
</div>

</div>

11



R R B2
/18| Vue 5244
new Vue ({
el: “#app’, //el I F4E Y Vue 56 4 MANBBMS, H#EHE
K css WIFRH T I
data: { //data J i THGEEHYE, HEH el frog € BB KA,
RN ET R— DK

user:
WFHE H o
}s
tip: false,
msg: "'
}s
methods: {
submit ) {
if (this.user.username == "’) {
this.msg = " P 4 F oAy %"
this. tip = true
setTimeout () => {
this. tip = false
}, 1000)
return
}
if (this.user.password == "") {
this.msg = "S54 g 2
this. tip = true
setTimeout () => {
this. tip = false
}, 1000)

12



return

axios.post ("http: //localhost/user/login",
this. user). then(response => {
if (response.data.resultCode == 200) {
this.msg = "B FRIY"

this. tip

true

setTimeout () => {

HFET H

}, 1000)

HFHT
} else {

"ERRG

true

this.msg

this. tip
setTimeout () => {

this. tip = false
}, 1000)

1))

1)

LIEE TR A ST AR, /N AEE T E myseal. html SO H i Ao xd
R R ERAE L, LR AR MAWE G, R T M, FF
TR

13



BARE R

(1) FEHIEH B

(2) EHEE R AR T BB TR ASE R (token)

(3) K #iERKE 53 R R B AR H & TR A1 K (token)
4) BEREmARR LT RWHNER R LA

myseal. html
AR Bl
<div class="container—fluid">
<div class="navbar—header">
<a class="navbar—-brand" href="#"><img alt="Brand"
src="../images/logo. png" style="height: 50px; "></a>
</div>
<img alt="Brand" src="../images/main. png" style="height:
40px; margin—top: 20px; ">
<ul class="nav navbar—-nav" style="float: right;">
<li><a href="../index. html"><button type="button"

class="btn btn-success"k FIHE I Hp>F 44 </button></a></1i>

</ul>
</div>
R B2
methods: {
logout O {
WFHE A
}

14



},
R R B3
/] &R EET#EAE, header H A token
axios. interceptors. request. use (config => {
config. headers. Authorization =3 F3IHF 4
return config
1)
R B4
axios. get ("http: //localhost/user/seal"). then (response => {
if (response.data. resultCode == 200) {
this.seal =% FH 5 4

1)

49 A TR R RH T R B, HE XA FE TE signature. html X
A R TR R AL E LI RO R R A FE N F e, AR
B, TOEET:

EFRREBFEERG
g

e 233D

BARE R

(1) £1% canvas B # SZf]

(2) ¥ 53 A %R %A FiFK url

(3) 15 3 & G 3k BAS A BT # 8 K url

() BRERAALFLRWAEEAE R

signature. html

15



KA B 1

signature ) {
if (this.status == 0) {
" LA A

this. tip = true

this.msg

setTimeout () => {
this. tip = false
}, 1000)

return

this.status = 2

var canvas;

canvas =

canvas.width = $("#poster").width()
canvas. height = $("#poster"). height ()
var context = canvas. getContext ("2d");
context. rect (0, 0, canvas.width, canvas.height);
context. fillStyle = "#fff";
context. fill(;
R R B2
uploadSeal () {
if (this.status !=2) |
this.msg = "SXUASAK LAE S A LEE"
this. tip

true
setTimeout () => {

this. tip = false
}, 1000)

16



return

var posterImg = document. getElementById (“ poster’);

var imgBase64 = posterImg. getAttribute ("src");

axios. post (" .
{
"filename": this.filename,
"imgBase64": imgBase64,
}
). then (response => {
if (response.data.resultCode == 200) {
this.msg = "&F X AY E4E R I
this. tip

true
setTimeout () => {

this. tip = false

window. location. href = "main. html";
}, 1000)
} else {
this.msg = "& &ML L AK"
this. tip = true

setTimeout () => {
this. tip = false
}, 1000)

3]

KA A B3

mounted () {

17



/] &R KA A, header HiF A token
axios. interceptors. request. use (request => {
request. headers. Authorization =
localStorage. getItem ("Authorization")

return request

1)

/ /%8 BL 8 2% GAIERAD
axios. interceptors. response. use (response => {
if (response.data.resultCode == 401) {
/1% UE
window. location. href = "login. html";
}

return response

1))

//TODO: [5-1-4-3) &%

S Fe 1] RS 2R R R TR BN B 9 AR AL
axios. get (" "). then (response => {
if (response.data.resultCode == 200) {

this. seal =

})
}
ST RDW AR RE TSR, X RF RE verity. html ST i pr

£
H
ALY TE R AE 4, LI R R S X E N AT R, ST R
Ve, A T e

18



EFRREBFESRY B

PAEEER

[ e

HAZER T

() FRFELEREZELTAENE F
(2) Wi A AL R RFIFERFEFRE X HHKE

verity. html
KRB 1L
<div class="modal-dialog" role="document">
<div class="modal-content">
<div class="modal-header">
<button type="button" class="close"

data—-dismiss="modal" aria—-label="Close"><span

aria—hidden="true">&times; </span></button>
<h4 class="modal-title"
id="myModalLabel">2 &z K.</h4>
</div>
<div class="modal-body">
<p style="margin-left: 50px;">
<label>W¥ 4 : </label>

</p>
<p style="margin-left: 50px;">
<label> B iE54L: </label>

19



</p>
<p style="margin—left: 50px;">
<label>X Hhat K P Hulk: </label>

</p>
<p style="margin—left: 50px;">
<label> X4 Fr: </label>

</p>
<p style="margin—left: 50px;">
<label> X %4%: </label>

</p>
<p style="margin—left: 50px;">
<label>Z ZE W} ja]: </label>

</p>
</div>
<div class="modal-footer" style="width:
300px; ">
<button type="button" class="btn
btn-success" data—-dismiss="modal" @click="finish">#4 E</button>
</div>
</div>
</div>
R f B2
async verify(event) { //[F#¥ K% axios iR GREEIE )G 38 1AL S 4E)
if (this.status == 0) {
oIt

true

this. msg

this. tip

20



event. stopPropagation() //FELi F 4 # (7 1E 3
HEASAE)
setTimeout () => {
this. tip = false
}, 1000)

return

await axios. post (" ",
{"imgBase64": this. contract}). then (response => {
if (response.data.resultCode == 200) {

this.verifylnfo = response.data.data

1)
} ’

15 3-2: XRENARGRFiRA% (20 53)

L iEZRTE R ARG IT KM, & userService. java X # 4} 78 Xt bL Y
RAEERE, THRIEmRAER, LI mRGNEM G, X 7%
P, RLE BARE R AT

(D RE|AFPEMEEFHAF LRKP HIENSEEFEHNKS ERARZE
#E

(2) ¥ A ;& #AT md5 w4 1E

() B FHEFTHAHL AT HS

(4 KA P EME RS NEIEELL

userService. java

KA B 1

public boolean register (RegisterBean registerBean) {

21



nt());

/RSP 4 3K P kR & E A
QueryWrapper<UserEntity> queryWrapper = new QueryWrapper<>();
queryWrapper. eq ("username", registerBean. getUsername ())

.or().eq("chain_account", registerBean. getChainAccou

UserEntity userOne =

if (userOne != null) {
log. info ("MK ALK HIEEL");

return false;

Ak
UserEntity userEntity = new UserEntity();

BeanUtils. copyProperties (registerBean, userEntity);

userBntity. setPassword ( ) //md5 fu % 5K AL

/] 4% R EIZE (Base64)

byte[] buffer = Seal.getSeallmg (registerBean. getUsername (),

registerBean. getName ());

Encoder encode = Base64. getEncoder ();

String seallmg

userBntity. setSeallmg (seallmg);

/1R P IEME R b
List funcParams = new ArrayList<>();

funcParams. add (registerBean. getChainAccount ());

22



funcParams. add (registerBean. getName ());
funcParams. add (registerBean. getCardId());
funcParams. add (String. valueOf (System. currentTimeMillis ()));
JSONObject res = HttpUtils.writeContract ("addSealAccount",
funcParams);

if (res == null) {

log. info ("JE MKk A P EMERE E#RIK";

return false;

}

int result =

return result > 0 ? true : false;

2. AT 0 R BT BN, NS0 52 AL E SR A B, S
MR AM BRI, FIRI RN, BRE R T

(1) B R A M H% R AR EERRAEE A (token)

(2) B BRI P 4R BTARAEE S5

(3) B BRI P 40 B BEN R b 7 B

UserController. java
R R Bl
public AjaxResult<String> login (@RequestBody LoginBean loginBean) {
log. info (loginBean. toString ());
if (userService. isLogin(loginBean)) {
&E:
String token =
TokenUtil. sign(loginBean. getUsername (), String. valueOf (System. curren
tTimeMillis ());

AjaxResult<String> result = new AjaxResult<> (200, "login

23



Ok");

result. setData ( );

return result;
} else {

return new AjaxResult<String> (403, "login fail");

UserService. java

KA B
public boolean isLogin(LoginBean loginBean) {

QueryWrapper<UserEntity> queryWrapper = new QueryWrapper<>();

loginBean. setPassword (SecureUtil.md5 (loginBean. getPassword()));//md
5 Jin 55 55 A

//TODO: iF#M75 queryWrapper WAuff F 4 Fn % 20 v AN S 3 B & &
AR A
queryWrapper. eq ( )

.eq( );

//TODO: i #h 7t 0 3 & 2 1 &K H P12 B A

UserEntity userEntity =

return userEntity != null ? true : false;

3. 2 T 5 3 A R T KARAR, AT T poxd L 8 Je sm KA 2 48, 5L
NEMARNKFEEEFL M, FNA e TEE, AEZR0T:

24



(1) A3 & 58 R A IE ROk B R BUE R A E B (token)
(2) REZFRASE L (token) KHEFH F 4

(3) REA F % EHHKEF

(4) ¥ &% R HKAE # % 2| RegisterBean ¥

UserController. java

KA R B L

DApiOperation (value = "Jfl P{g B.", notes = "JREBUF P 41z £")

0GetMapping ("/user/info")

public AjaxResult<RegisterBean> getUserInfo (HttpServlietRequest

request) {
String token =

String username =

RegisterBean registerBean = userService. getUser (username);

AjaxResult<RegisterBean> result = new AjaxResult<> (200,

Hokll) .
result. setData (registerBean);

return result;

}

UserService. java

KA B 1

public RegisterBean getUser (String username) {

QueryWrapper<UserEntity> queryWrapper = new QueryWrapper<>();

queryWrapper. eq ("username", username);

UserEntity userEntity =

RegisterBean registerBean = new RegisterBean();

25



return registerBean;

}

4.3 2 T )6 3 R SR IT RORAR . #1FEARAD 5T R RS BB B sm(K A 2 4, L3
G RG XA E fE, AR TN, ARERET:

(D) BIEEFRAE L (token)

(2) FRBEFZ {89 UUID 4o

(3) B E X E (hash)

(4) HREXHEREEANERESNT

TokenInterceptor. java
KA B 1
public boolean preHandle (HttpServletRequest request,

HttpServlietResponse response, Object handler) throws Exception {

if ("OPTIONS".equals (request. getMethod())) {
response. setStatus (HttpServletResponse. SC_0K);

return true;

response. setCharacterEncoding ("utf-8");

String token = request. getHeader ("Authorization");
log. info ("token: "+token);
if (token != null) {

boolean result =

if (result) {
log. info ("3 T4 ") ;
return true;

26



}
response. setCharacterEncoding ("UTF-8");
response. setContentType ("application/json; charset=utf-8");
PrintWriter out = null;
try {
JSONObject json = new JSONObject ();
json. put ("message", "TAIEATKL, FBIRFEHKE");
json. put ("resultCode", "401");
response. getWriter (). append (json. toJSONString ());
log. info ("JAIERIK, ABRHELAE");
} catch (Exception e) {
e.printStackTrace ();
response. sendError (500) ;
return false;
}
return false;
}
SealService. java
KA Bl
public boolean signature (ContractBean contractBean, String

chainAccount) {

/| IREL A% XA wuid 4g Al

String code =

SealEntity sealEntity = new SealEntity();
BeanUtils. copyProperties (contractBean, sealEntity);
String[] str = contractBean. getFilename (). split ("\\.");

sealEntity. setFilename (str[0]);

27



sealEntity. setType (str[1]);

sealEntity. setCode (code);

eS8 S
try f
/ /3K B E) F SUA% Hash {E

MessageDigest messageDigest =

byte[] bytes =

messageDigest. digest (contractBean. getImgBase64 (). getBytes ("UTF-8"))
String hash = Hex. toHexString (bytes);
log. info ("hash: " + hash);

List funcParams = new ArrayList<>();
funcParams. add (chainAccount);
funcParams. add (hash);

funcParams. add (code) ;
funcParams. add (String. valueOf (System. currentTimeMillis ()));
JSONObject res =
if (res == null) {
log. info ("EP ZEiLx E&E L") ;
}

} catch (Exception e) {

e.printStackTrace ();

28



int result = sealMapper. insert (sealEntity);

return result > 0 ? true : false;

5. ¥ 25 T J& 3 R RMY TT KARAR, AN NAG S poxd L 8y J sm K a2 48, 5K
XJES R RN XERE G, MR T ES, ARERT:

(D) BARETEHTRE

(2) EH A NHFRMEX SRR F 5 &

Q) ERAENTWRRERFLR

SealController. java
KA Bl
public AjaxResult<VerifyBean> verify (@RequestBody ImgBase64Bean
imgBase64Bean, HttpServletRequest request) {
String imgBase64 = imgBase64Bean. getImgBase64();
String token = request. getHeader ("Authorization");
String username = TokenUtil. getLoginName (token);

RegisterBean registerBean = userService. getUser (username);

VerifyBean verifyBean =

if (verifyBean == null) {
return new AjaxResult<VerifyBean> (403, "fail");
}
AjaxResult<VerifyBean> result = new AjaxResult<> (200, "ok");
result. setData (verifyBean);
return result;

}

SealService. java

KA A B L

29



public VerifyBean verify(String chainAccount, String imgBase64)
VerifyBean verifyBean = new VerifyBean();

verifyBean. setChainAccount (chainAccount);

E 30 R SN
List params = new ArrayList();

params. add (chainAccount);

JSONArray accountInfo =
if (accountInfo == null) {
log. info ("FRELRK etk K 12 B RJK") ;

return null;

List<String> list =
JSONArray. parseArray (accountInfo. toJSONString (), String.class);
String name = list.get (0);
String cardld = list.get(1);
verifyBean. setName (name) ;

verifyBean. setCardld (cardId);

try {

/ /3R BXFp B XA Hash {&

MessageDigest messageDigest =
MessageDigest. getInstance ("SHA-256");

byte[] bytes =
messageDigest. digest (imgBase64. getBytes ("UTF-8"));

String hash = Hex. toHexString (bytes);

log. info ("hash: "+hash);

30



/1 3KELE F A R
List funcParams = new ArrayList();
funcParams. add (chainAccount);

funcParams. add (hash);

JSONArray seallnfo =
if (seallnfo == null) {
log. info ("FRELRX Btk by &g R RJK") ;

return null;
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